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1 INTRODUCTION 

Our Summer 2023 NASS white paper, “Take Me Out to the Blockchain,” ex-
plained blockchain technology using the analogy of a baseball game. [1] 
That paper is the keystone in an arc we are developing to elucidate this tech-
nology and show how it would apply to various operations and policies in a 
practical and efficient way. It explains that blockchains were developed as a 
means to establish trust between two or more groups that may be distrustful 
of each other. In particular, it proposed applications to voting and voter regis-
tration as a way to increase election security.

One question that paper posed was the following. If marked ballot data is recorded on a blockchain, 
how do you prevent the release of intermediate election results before an election closes? Our Sum-
mer 2024 NASS white paper, “¡Olé! Insights from Remote Voting in the 2024 Mexican Federal Elec-
tion” described, at a relatively nontechnical level, how we solved that problem for the 2024 Mexican 
federal election. [2] A peer-reviewed article on the technical details, i.e., the cryptographic technology 
we used to encrypt ballots and tally these encrypted ballots, was recently published by the IEEE. [3]

We also posed a question about how to maintain a paper trail
for auditing. Two possible solutions are covered in our Winter
2022 NASS white paper, “Parallel Internet and Paper Elections:
A Practical PIPEline to Secure and Accessible Elections.” [4]

This paper will expand upon the summer 2023 paper by
proposing the use of a blockchain to facilitate election audits.
We note, however, that we currently do perform election audits
using blockchain data [5], so the hypothetical language we use throughout this paper is intended for 
policy makers to envision how such audits could be conducted more broadly, even to election audits 
being open to the general public.

2 END-TO-END VERIFIABILITY

An effective election audit relies on a property of a voting system called end-to-end verifiability, par-
ticularly when ballots are cast digitally and there is no traditional paper audit trail. An end-to-end verifi-
able election is one in which any voter can verify that his or her ballot has been correctly recorded and
anyone can verify that the ballots have been tallied correctly.

This catchy, 3-part definition is often used. In an end-to-end verifiable election, ballots are: 

1 cast as intended,

2 recorded as cast, and

3 tallied as recorded.
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A vaild audit relies upon an election canvass that assesses the eligibility of every ballot cast and 
counted, establishing a one-to-one correspondence between voters and ballots. [6]

The analogy in the next section is merely an illustration that describes an end-to-end voting protocol 
using paper ballots, giving the physical equivalent of a digital process.

3 PAPER BALLOT ANALOGY

How would an end-to-end verifiable election work using hand-marked paper ballots?

First, how would an auditor, or any member of the public, check for a one-to-one correspondence of 
voters to ballots? 

We would need a public record of the eligible voters, updated after the election with a record of who 
voted. Each member of the public would therefore verify their registration and voting status. We would 
also need a public record of the ballots, shuffled and enumerated so as to not compromise voters’ pri-
vacy.

In this scenario, a voter posts his or her marked ballot in a public location with
all other ballots. Tacking ballots to a large bulletin board would work.

You would want to distinguish your ballot from others so that you could pick it
out at any time to verify that it is still present for tallying and that it has not
been altered. How is that possible in a way that protects the privacy of the voters? 

Each ballot would be printed with a unique, random ballot ID number that the voter would 
record. Then each voter could verify that his or her ballot has not been altered, duplicated, 
or removed.

So how do we prevent ballots from getting removed or counterfeit ballots from being posted 
on the bulletin board in the first place? 

The one-to-one correspondence property and the use of ballot IDs allow
for a valid post-election check. But a preventative measure would be to
create a chain of ballots. Tack a blank 0th ballot to the bulletin board. The
first marked ballot is appended to the 0th ballot, the second marked ballot
is appended to the first, and so on.

This approach, however, might compromise a voter’s privacy to several subsequent voters. Could the 
ballots be posted out of a strict chronological order?

Suppose instead of posting ballots directly, voters put their ballots in a box and mix 
it with other ballots. Periodically, an election official empties the box in full view of 
the public, shuffles the ballots into a random order, groups the ballots together, and
appends that to the end of the current chain of ballots (or the blank 0th ballot). Then 
there is no longer a strict chronological ordering of the ballots.

With this approach, any member of the public, including auditors, could find a ballot
by its ballot ID, tally the votes in any contest, compare the ballot count to the num-

ber of voters, and verify the integrity of the eligible voter list.

2
hello@voatz.com © 2025, Voatz, Inc.



4 BLOCKCHAINS FOR AUDITING

The analogy in the previous section would be rather unwieldy in practice, but it 
is the essence of how a digital system records ballot data on a blockchain.

Numerous scholars have recognized blockchain technology as a means to 
achieve end-to-end verifiability in elections. See [7] for one reference.

In the digital example, the random and unique ballot ID would typically be created on a server when 
the ballot is cast. This ballot ID would be sent to the voter, election officials, and auditors. See [5] for 
an example for how we audit ballots on a blockchain, given this anonymous ballot ID.

In the “Take Me Out to the Blockchain” article, a baseball scoreboard recorded the number of runs 
each team scored in each inning. Score data was chronological, verified, and immutable. Each half of 
an inning represented a block of data. 

In our analogy in Section 3, the 0th (blank) ballot represents the genesis block of a blockchain that ini-
tiates the election. A set of ballots that is periodically mixed and posted represents a block of data that 
establishes a link of a blockchain. In the digital scenario, ballot data is ordered in a random order 
within the block.

In a blockchain, blocks of data are cryptographically linked so that 
past data cannot be erased or modified. In the analogy, this cryp-
tographic link is the means of appending one set of ballots to the 
previous set.

If election data is recorded on a blockchain like this, what might an
election audit look like?

At the close of the election, an audit portal would list the ballot IDs from ballots cast in the election. For
each ballot ID, such a portal would display the printable marked ballot PDF, and the block(s) in which 
the corresponding ballot choices are recorded. A scan of the blockchain would check for a one-to-one 
correspondence of voters to ballot IDs and ballot IDs to ballots on the blockchain.
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A common auditing method is a “risk-limiting audit” of random subsets of ballots. One benefit of using 
a blockchain is that statistically significant random samples can be retrieved almost instantly using 
programmatic techniques, thus saving auditors a significant amount of time.

5 CONCLUSIONS

This exploration of blockchain technology is intended to help policy and decision makers understand 
the properties of this technology, the motivations behind its initial development, and its potential appli-
cations. Its application to elections is natural. Our various white papers have elucidated numerous as-
pects of its benefits: for voter registration, for election security, election integrity, and here for auditing. 

Further benefits follow. Many of the operations of an election can be automated, including tallying and 
auditing. If such is the case, then how much would we save in election costs by moving elections to a 
digital or hybrid digital and paper format? This question will be explored in a future paper.
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